NudopmanuoHHas NaMATKA IJIA JeTen

C KaXXIpIM roJIOM MOJIO/ICKU B MHTEPHETE CTAHOBUTHLCS OOJIBIIIE, A IIKOJIBHUKU OJTHU

M3 CaMbIX aKTUBHBIX MOJIb30BaTene Pynera. Mexny TeM, HOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOYKHOCTEH, MHTEPHET HECET ¥ TPOOJIEMBbL. JTa MaMATKa JOJKHA TOMOYb TeOe 0€30MmacHO
HAXOJIUTHCS B CETH.

KommbroTepHbie BUpYChI

KomnbroTepHblil BUPYC - 3TO PAa3HOBUAHOCTH KOMIIBIOTEPHBIX MPOrpaMM, OTIWYUTEIbHON
0COOEHHOCTBIO KOTOPOU SIBISIETCS] CIIOCOOHOCTH K pa3MHOKEHHIO. B omosHeHne K 3TOMYy,
BUPYChl MOTYT TOBPEAWTh WM TMOJHOCTHIO YHUYTOXUTH Bce (Daillibl U JIaHHBIE,
MOJIKOHTPOJIbHBIE TOJH30BATEN0, OT HMMEHHM KOTOpOTO Oblla 3amyllleHa 3apakeHHas
nporpaMma, a Takke MOBPEAUTh WK J1a’K€ YHUUTOXHUTH ONEPALMOHHYIO CUCTEMY CO BCEMHU
daiinamu B 11e710M. B OOJIBIIMHCTBE CITydaeB paclpoCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

Metozbl 3aIUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Hcnonb3yil COBpeMEHHbBIE OIEPAMOHHBIE CHUCTEMBI, HUMEIOIIUE CEPhE3HbIN
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IloctosHHO  ycTaHaBnmmuBail martyu  (IUQpPOBBIE  3aIUIaTKH,  KOTOPBIE
aBTOMATUYECKM YCTAaHABIIMBAIOTCS C IEIbIO JOPaOOTKH MpOrpamMMbl) U JIpYyrue
OOHOBJICHUSI CBOEH OomeparioHHON cucTemMbl. CkaunBai X TOJBKO C O(UIIUATIEHOTO
caiita pazpabotuunka OC. Eciu CyliecTByeT pekuM aBTOMATUYECKOr0 OOHOBJICHMUS,
BKJIIOYH €r0;

3. PabGoraii Ha cBoeM KoMmmbIOTEpE TMOJ IMpaBaMHU TIOJIb30BATENsd, a He
aMUHUCTpAaTOpa. ITO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMm
WHCTAJJTUPOBATHCS] HA TBOEM MEPCOHATLHOM KOMITBIOTEPE;

4, Hcnonp3y#h  aHTUBUPYCHBIE  MPOTPAMMHBIE  MPOJIYKTHI  HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBIICHHEM 0a3;

5.  Orpanuub PU3NYECKUIN TOCTYI K KOMIIBIOTEPY ISl TOCTOPOHHUX JIHII,

6. Hcrmonp3yil BHEIIHME HOCHTENM MHGOPMAIMH, TaKue Kak (Quiemka, JUCK WIIN
(aiis1 U3 UHTEpPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpeiBali KOMIBIOTEpHbIE (halibl, TOJTYYEHHBIE W3 HEHAJC)KHBIX
UCTOYHUKOB. [laxe Te (haiibl, KOTOpbIE MpPUCTAT TBOM 3HAKOMBIX. Jlydille yTouHu y
HEro, OTIPABJISI JIU OH TeOE UX.

Cetu WI-FI

Wi-Fi - 5710 He B nIepeaayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JUIIbL OpeH/, Mapka. Eie B
1991 rony Hunepmanackas kommanus 3apeructpuponaina openn "WECA", uro 0603Ha9ano
cioBocouetanue "Wireless Fidelity", koTophblii mepeBoAUTCS Kak "OecpoBOHAS TOYHOCTH'.

Jlo Hamero BpeMEHM Jolia Japyras a00peBuarypa, KoTopas SBISETCS TaKOW ke
TexHonorue. Jro abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha
CTaHAapT BhICIICH 3ByKoBOM Texuuku Hi-Fi, uTo B mepeBoe o3HavyaeT "BbICOKAsi TOUHOCTH'".

Jla, OecruiaTHBIA MHTEPHET-IOCTYN B Kade, OTeNsIX M a’dpornoprax SIBISETCS OTIMYHOU
BO3MOXXHOCTBIO BbIXOJ1a B MHTEpHET. HO MHOTHE SKCTIEPThl CUYMTAIOT, YTO OOIIETOCTYITHBIC
Wi-Fi cetn He siBIsitOTCSl 0€30aCHBIMH.

CoBeTsl 110 0€30MacHOCTH Pa0bOTHI B 00IEIOCTYHBIX ceTsax Wi-fi:

1. He nepenasaii cBOIO JIMUHYIO HH(pOpMalnio yepes oduienoctynusie Wi-Fi ceru.
PaboTas B HUX, *enaTeIbHO HE BBOJAUTH APOJIU AOCTYIA, JOTUHBI U KAKUE-TO HOMEPa;




2. Vcnonw3yit 1 0OHOBIISAM aHTUBUPYCHBIE TPOrpaMMBbI U Opanamayep. Tem cambim
ThI 00€30MacHuIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonb3zoBanuu Wi-Fi otkimoun ¢yskiuio "OOumi qoctyn K daiiam u
npuHTepam". JlaHHasg (QyHKIMS 3aKphiTa MO YMOJYAHUIO, OJHAKO HEKOTOpPbIE
M0JIb30BATEIN aKTUBUPYIOT €€ /I yA00CTBa UCIIOIb30BaHUS B paboTe Wi y4ueoe;

4. He ucnone3yit nmyoanuneii WI-FI piig nepenauu JIMYHBIX JaHHBIX, HAIIPUMED
JUTSI BBIXO/Ia B COLIMAIbHBIE CETH UITU B JIEKTPOHHYIO MOUTY;

5. Hcnonw3y#t Tonpko 3amuiieHHoe coeannenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAM uMeHHO "https://";

6. B ™oOunmpHOM Tenedone otkimroun ¢ynknuio "Tloakmouenne k  Wi-Fi
aBromatudecku'". He momyckaii aBTOMaTH4ECKOTO TOJIKJIFOUEHHS YCTPOMCTBA K CETSAM
Wi-Fi 6e3 TBoero cormiacusl.

CounasibHbIE CETH

CornanbHble CEeTH aKTHBHO BXOST B HAIly KM3Hb, MHOTHE JIOAM paObOTAIOT U KUBYT TaM
NOCTOSTHHO. MHOTHE NOJIb30BaTeNN HE MOHUMAIOT, YTO MH(OpMAIHs, pa3MEIIeHHas UMH B
COLIMAJIBHBIX CETSAX, MOXKET ObITh HalJieHa U HCIOJIb30BaHAa KEM YIOJHO, B TOM YHUCIIE HE
00s3aTeNBHO € OJIATMMU HAMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UATILHBIX CETX:

1. Orpanuub crnucok Jpy3eil. Y 1e0s B APY3bsIX HE JIOJDKHO OBITh CIyYalHBIX W
HE3HAKOMBIX JIFOJICH;

2. 3aumiuail CBOI YacTHYIO Ku3Hb. He ykaspiBail mapoiu, TeiaedoHsl, ajgpeca,
JaTy TBOETO POXKACHUS U JPYTYIO JIMYHYIO UH(pOpMaLHio. 3II0YMBIIIJIEHHUKHA MOTYT
UCIIOJIB30BaTh J1akK€ MH(POPMALMIO O TOM, KaK Thl U TBOM POJUTENM ILJIAHUPYETE

IIPOBECTU KAHUKYJIbI;

3. 3ammimail CBOIO pemyTaluio - JEPKHU €€ B YUCTOTE M 3ajJaBail cebe BOIPOC:
XoTen Obl Thl, YTOOBI IpyrUe MOJIb30BaTENN BUIEIH, UTO Thl 3arpyxaeiib? [logymai,
MPEXJIe YEM UTO-TO ONMyOJIMKOBATH, HAIIUCATD U 3arPy3UTh;

4. Ecnu Tl TOBOpHILB C JIIOJAbMH, KOTOPBIX HE 3HAEllb, HE HCIOJb3YH CBOE
peasibHOE UM M JAPYTYIO JUYHYI0 HH(pOpMalMH: UMS, MECTO >KUTEIbCTBA, MECTO
y4eObl U poYee;

5. MWM3beraii pasmemenus ¢Qororpaduii B MHTEpHeTe, rne Thl M300pa)ke€H Ha
MECTHOCTH, 110 KOTOPOM MOKHO ONIPEAEIHUTH TBOE MECTOIOJIOKEHUE;

6. Ilpu perucrtpanuu B COIMAIBLHOM CETH HEOOXOIMMO HCIOJB30BaTh CIIOXKHBIC
HapoJIM, COCTOSIIINE U3 OYKB M LIM(P U C KOJTUUYECTBOM 3HAKOB HE MEHee §;

7. Jlns couuaibHOM CETH, MOYThl U JPYTMX CAaWTOB HEOOXOAMMO HCIOJIb30BaTh
passble nmaponu. Toraa eciau Te0s1 B3IOMAIOT, TO 3JI0YMBIIUIEHHUKU MOJTYYaT TOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIC ICHBI'U

DJIEKTPOHHBIC JIEHBIU - ATO OYEHb YAOOHBIA CIOCOO TUIATEXEH, OJIHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJYUYUTh 3TH ACHBIH.

DNEeKTPOHHBIE JEHBIW MOSIBUIMCh COBCEM HENABHO M MMEHHO H3-3a 3TOr0 BO MHOIHMX
rocyJ1apcTBax 10 CUX IMOp HE MPONMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHr (yHKIMOHUPYIOT M O HUX YK€ MPOMKUCAHO B 3aKOHE, TJ€ UX Pa3IesItoT
Ha HECKOJIbKO BHJIOB - AaHOHUMHBIE U HE aHOHMMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO
T€, B KOTOPBIX pa3peliaeTcsi MpoBOAUTh onepauun 0e3 UACHTU(UKAIIMY TI0JIB30BaTeNs, a B
HEAaHOHHMMHBIX UACHTU(DUKALIMS TTOTH30BATENS SBISETCS 00s13aTENbHOM.




Taxke crmemgyeT pasnuyaTh SJIEKTPOHHBIE (PUATHBIE AEHBIH (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbBIC HE(PUATHBIE IEHBI'H (HE PaBHBI TOCYIaPCTBEHHBIM BATIOTAM).
OCHOBHBIE COBETHI 110 O€3011aCHON PabOTE C ANEKTPOHHBIMU JCHbraMU:

1. TIlpuBsku K cyeTy MOOWIBHBIA TenedoH. DTO camblii yAOOHBINA U OBICTPHIA
croco0 BOCCTAHOBUTH AOCTYN K cueTy. [IpuBs3aHHBINA TeraeQOH MOMOXKET, €CIH
3a0yelIb CBOM MIaTEKHBIN MapoJib WU 3aiIeIIh Ha CAliT C HE3HAKOMOTO YCTPOMCTBA;

2. HWcnonw3yit opHopasoBble mnaponu. Ilocme mepexoga Ha  yCHIECHHYIO
aBTOpU3aLMI0 TeOe yke He OyJeT yrpokaThb OINACHOCTh Kpakl WIM IepexBaTa
IIJJATEKHOTO MAPOJIS;

3. Bribepu cnoxusiil maposs. [Ipectynuukam OyJeT He IPOCTO yrafaTh CIOKHBIH
naposb. HanexxHble maponu - 3To napoiu, KOTOpbIE COIepkKaT HE MEHee 8 3HAKOB U
BKJIFOUYAIOT B C€0sI CTPOUYHBIE U MPONUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CUMBOJIOB,
TaKWe KaK 3HaK JoJuiapa, pyHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOU JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEILIb.

DnexkTpoHHas nmoyra

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTUS W IPENOCTABIIIEMBIE €10 YCIYTH IO MEPECBUIKE U
MOJIYYEHHIO 3JIEKTPOHHBIX COOOUIEHUH, KOTOPbIE PACIPEEISIOTCA B KOMIIBIOTEPHOU CETH.
OOBIYHO  DJIGKTPOHHBIM  MOYTOBBIM  SINIUK  BBIMJISIAUT  CJACAYIOIMIMM  0o0pazom:
UMs_TO0JIb30BaTENA(@HUMsI_JIOMEHa. Takke KpoMe IMepeAadd IMPOCTOro TEKCTa, HUMEETcs
BO3MOXKHOCTb NepeaaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh NpaBHIIbHBINA NOYTOBBIN cepBUC. B MHTEpHETE €CTh OIPOMHBII
BbIOOpP OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUllIe TOBEPSTh TEM, KOTO 3HAEUIb
Y KTO NIEPBbIA B PEUTUHIE;

2. He yka3piBail B IWYHOW MouTe JMUHYIO HHpopMmaruio. Hanmpumep, myure
BbIOpATh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Hcnonp3yil IByXdTanmHyI0 aBTOPH3AIMI0. DTO KOTJa MOMUMO Mapojs HYXHO
BBOJUTH KOJ, MpUChLIaeMblii 0 SMS;

4.  BrpiOepu cli0KHBIA TAPOJb. [[715 KaXkA0r0 MOYTOBOIO SIIUKA JOHKEH ObITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY ITAPOJIb;

5.  Ecam ecthb BO3MOXKHOCTh HamucaTh CaMOMY CBOM JIMUHBIN BOTIPOC, UCTIOJB3YH
3Ty BO3MOKHOCT;

6. Vcmonp3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIil A1 YaCTHON MEPETHCKH C
aapecaTaMy, KOTOPBIM Tbl JIOBEpsAClIb. JTO DSJIEKTPOHHBIA aJApec HE Halo
UCIIOJIb30BaTh NPU PETUCTPALUU Ha POpyMax U caiTax;

7. He oTkpsiBaii (pailsibl U gpyrue BIOKEHHS B MUChMaX, Ta)Ke €CIIU OHU MPUIILIN
OT TBOMX Jipy3ei. Jlydille yTOUHM Y HUX, OTTIPABJISIIN JIM OHU TeOe 3TU (ailiibl;

8. Ilocne oxoHuaHust pabOTHI HA TOYTOBOM CEPBUCE MEPE 3aKPHITUEM BKJIAJIKHU C
caiiToMm He 3a0yp HaXKaTh Ha "BeiiiTu".

KubepOymnuHr nnu BUPTYyaabHOE U3EBATEIBCTBO

KubepOymnuHr - npeciaeaoBaHie COOOIIEHUSIMU, COJIEPKAILUMKU OCKOPOJICHHUSI, arpeCcCHlo,
3allyrUBaHKE; XYJIMIaHCTBO; COLMAIbHOE OOWKOTHPOBAHME C TOMOIIBIO Pa3IMYHBIX
UHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KHOESPOYTUTHHTOM:

1. He 6pocaiicsa B 60ii. JIyummii crioco0: mocoBEeTOBAaTHCSA Kak ceOsl BECTU U, €CITU
HET TOT0, K KOMY MOKHO OOpaTUThCs, TO BHaYaje yCHOKOUThCA. Eciu Thl HauHeUIb




OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJIEHUS, TO TOJBKO €IIe OOJIbIIE Pa30KKEIIh
KOH(JIUKT;

2. Ynpapnisi cBoel KuOeppemyTaimei;

3. AHOHUMHOCTH B ceTd MHUMasl. CyIlleCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHMMHBIM aKKayHTOM;

4. He crour BecTH XyJIUIaHCKUM 00pa3 BUpPTyaldbHOW ku3HU. MHTEpHeT
buKcUpyeT Bce TBOU JACUCTBUS M COXpaHsAeT MX. YIaIUTh MX OyJeT KpaiiHe
3aTPyAHUTEIIBHO;

5. Cobmonaii CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHNYHBINA HeraTuB. OAHOPA30BbIE OCKOPOUTEIBHBIE COOOIIECHNUS
Jy4ie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4yaabHOM CTa/luu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOILIECHUSMH, B
COIIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKHPOBKH OTHPABKUA COOOIICHUN C
OINPEEIEHHBIX a/IPECOB;

8. Ecmm 1B cBugerens kubepOyummHra. TBow neHCTBUS: BBICTYNUTH MPOTHB
nmpeciieoBaTess, IMoKa3aTh €My, YTO €ro JEUCTBUS OIEHHWBAIOTCS HETAaTHUBHO,
NOAJCPKATh KEPTBY, KOTOPOM HYy)XHA TMICHXOJOTUYECKash TOMOIlb, COOOIIUTh
B3pOCIBIM O (PaKTE€ arpeCCUBHOTO MOBEICHUS B CETH.

MoOuinbHbIH Tenedon

CoBpeMeHHbIe cMapT(OHBI U IUIAHIIETHI COIEPKAT B ce0€ BIIOJIHE B3POCIIbIN (DyHKIIMOHA,
U TENepb OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMU KOMITbIOTepaMu. OJIHAKO, CPEJICTB
3aIIUTHI JIJIs1 TOJJOOHBIX YCTPOMCTB MOKa OUYE€Hb Majio. TecTUpoBaHUE U MOUCK YS3BUMOCTEH
B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s [1K, To e camoe xacaercs 1 MOOMIIbHBIX
IIPUIIOKEHUM.

CoBpemeHHbIe MOOWIIbHBIE Opay3ephl yKe MPaKTUUECKU JOTHAIW HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacumpeHue (pyHKIMOHANA BJIEUET 3a COOOM OOJBIIYIO CI0KHOCTh U MEHBIIYIO
3alIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTEIM BBITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIINE KPUTHUYECKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIBHOTO TesedoHa:

Huuero ne siBnsiercs mo-HacTosiieMy OecruiaTHbIM. bynb ocTopokeH, Belb Korja Tebe
npeaiaratoT OeCIIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TJIATHBIC YCIIYTH;

Hymaii, npexae ueM oTnpaBuTh SMS, hoTo uiu Buaeo. Thl TOUHO 3HAEUIb, TJ1€ OHU OYAYT
B KOHEYHOM HUTOTE?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO cMapThOHa;

Hcrnionp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii mpuioKeHHsi OT HEM3BECTHOTO HMCTOYHHMKA, BEIb OHHU MOTYT COAEpKaTh
BPEAOHOCHOE MPOrpaMMHOE 00€CTIEUEHNUE;

[Tocne Toro kak ThI BBIWJCIIH C CaifTa, TJI€ BBOAWJ JIMUHYIO WH(MOpMaIuio, 3aiiiu B
HACTPOWKH Opay3epa u yaanu cookies;

[Tepuoauyecku mpoBepsii, Kakue MIaTHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOii HOMEP MOOMJIBLHOTO TeseOHa TONBKO JIIOASM, KOTOPHIX Thl 3HACHIb U KOMY
JIOBEpPSIEILIb;

Bluetooth momken ObITH BBIKITIOYEH, KOTJa Thl UM HE ToJib3yemibes. He 3a0biBail nHoTMA
MPOBEPSTH ITO.

Online urpsi
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CoBpeMEeHHbIE OHJIAWH-UIPBl - 3TO KpPAacOYHbIE, 3aXBaThIBAIOIINE Pa3BIICUCHUS,
00BEIUHSIONINE COTHHU THICSY YEJIOBEK 10 BceMy MuUpY. Irpoku UcCieyoT TaHHbBIIH UM MUD,
o0IIal0TCsl IPYT C JPYTOM, BBIMIOJHSIIOT 3aJaHusl, CPAXKAIOTCS ¢ MOHCTPAMM U TOJYYarOT
OMbIT. 3a YJIOBOJIbCTBME OHM IUIATAT: MOKYIMAIOT AHMCK, OIUIAYUBAIOT aOOHEMEHT WU
IpUOOPETAIOT KAKUE-TO OMLUU.

Bce aTu cpencTBa uayT Ha MOAJIEPKAHUE U PA3BUTHE UTPBHI, & TAKXKE HA caMy 0€30M1aCHOCTb:
COBEPILIEHCTBYIOTCSI CHUCTEMbl aBTOPH3AllMH, BBIMTYCKAIOTCS HOBBIE NaT4yu (LMPPOBHIE
3aruIaTKy Jis TPOrpamMMm), 3aKphIBAIOTCS YS3BUMOCTH CEPBEPOB.

B mogo0HBIX Urpax CTOUT OMAacaTbCsi HE CTOJBKO CBOMX COINEPHHUKOB, CKOJBKO KpaXH
TBOETO MapoJisi, HA KOTOPOM OCHOBAHA CHUCTEMA aBTOPU3ALUH OOJIBIIMHCTBA UTD.

OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKayHTa:

1. Ecmu papyrodt urpok Bener ceOs IUIOXO WIIM CO3/1aeT TeOe HENpUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxamyiics aIAMUHHACTpATOpaM HWIPHl HA IJIOXO€ IMOBEACHHE ATOTO HIPOKa,
YKEJATEJIbHO MPUJIOKUTh KAKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii tnunyto undopmaiuio B npodaiiie urpbl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoulMaibHbIE MaTYU U MOJIBL;

6. Hcrnonb3yil ciioxHbIE U pa3HbIE MapOIIH;

7. Jlaxke BO BpeMsi UTPBI HE CTOUT OTKJIIOYATh aHTUBUPYC. [loKa ThI UTpaelib, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIHT WK KpaXka JTHIHBIX JaHHBIX

OOBIYHOI Kpakel ICHET U JOKYMEHTOB CETO/IHS YK€ HUKOTO HE YJIMBHIIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKA TEPEMECTWINCh B HHTEPHET, W MPOAOJIKAIOT
3aHUMATHCS "MIOOUMBIM" J1EJTOM.

Tak mosBUIach HOBasi yrpo3a: MHTEPHET-MOILIEHHUYECTBA WJIM (DUILMHT, TJIaBHAs LIEJb
KOTOPOT'O COCTOUT B MOJIYYCHUH KOH(DHUICHIIMATBHBIX JaHHBIX MMOJIh30BaTECH - JOTUHOB U
naponeit. Ha anrnuiickom si3bike phishing untaercs kak ¢pumunr (ot fishing - peionas 1o,
password - mapoJib).

OcHoOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnenu 3a cBouM akkayHToM. Ecim Thl momo3peBaeliib, 4TO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXO0IUMO 3a0JIOKHPOBATH €€ U COOOIIUTH aIMUHUCTPATOpaM pecypca
00 9TOM KaK MOXHO CKOpee;

2. Hcmonw3yit Oe3omacHble BeO-CAiiTbl, B TOM YHCJE, MHTEPHET-Mara3uHOB U
MTOMCKOBBIX CUCTEM;

3. HUcnonw3yit crioxHbIe U pa3Hbie mapoyi. Takum 006pa3om, eciu Te0st B3JIIOMAIOT,
TO 3JI0YMBIIVICHHUKY MOJIy4aT AOCTYH TOJbKO K OJJTHOMY TBOEMY IpO(dHIIIO B CETH, a
HE KO BCEM;

4.  Ecnu Tebs B3IOMalid, TO HEOOXOAMMO MPETYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T00aBJICHBI Y TEOsI B APY3bSIX, O TOM, YTO T€OS B3JIOMAIH U, BO3MOXKHO, OT
TBOEr0 UMEHM OYyJIET PacchlIaThCA CllaM U CChUIKU Ha (PUILTMHTOBBIE CATHI;

5. YcranoBu HagexHbid naposib (PIN) Ha MOOMIBHBIN TenedoH;

6. Ortkimroun coxpaHeHue napodisi B Opaysepe;

7. He oTkpsiBaii (paitsibl U gpyrue BIOKEHHS B MUChMaX, aXe €CIU OHU MPUIILIN
OT TBOUX Jipy3ei. Jlydllle yTouHU y HUX, OTTIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

[udposas penyranus




[udpoas penyranusi - 3T0 HETaTHMBHAs WU MO3UTHBHAs WH(pOpMalUsi B CETH O Tede.
Komnpomerupyromass uHdopmanus, pa3MelleHHas B HWHTEPHETE, MOXET CEpPbEe3HBIM
00pa3zoM 0Tpa3uThCs Ha TBOEH peasibHOM xu3HU. "L{udpoBas penyranus" - 370 TBOW UMUK,
KOTOpbIN opMupyeTcs U3 nHpopmanuu o Tede B UHTEPHETE.

TBoe MecTO )KUTENBCTBA, yueObl, TBOE PUHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKkTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue moApoCTKU JIETKOMBICICHHO OTHOCATCS K MyOJIMKAIMU JIMYHOM MHpOpMaluu B
WuTepHeTe, HE MOHUMAs BO3MOKHBIX MOCHeACTBUN. Thl 1a’ke HE CMOXEIIb J0rafaThCcs O
TOM, 4TO oTorpadusi, pasMenieHHas S5 IeT Ha3a/l, cTajla MPUYMHON OTKa3a MPUHITH Te0s Ha
pabory.

KommenTapuu, pa3menienue TBoux Gororpaduii u qpyrue JeiHCTBUS MOTYT HE UCUE3HYTh
JaXKe Tocie TOTO, KaK Thl UX yAaluilb. Thl HE 3HAClIb, KTO COXpaHWI 3Ty MHpOpMaIuio,
nonaja Jid OHa B IOUCKOBBIE CUCTEMBI M COXPAHWJIACH JIK OHA, a IIaBHOE: YTO MMOJYyMAaroT O
Te0e OKPY’KaIOIIME JIFOIH, KOTOPblEe HAWAYT U YBUAAT 3T0. Haiitn nHpopmManuo MHOTO JIeT
CIIyCTSI CMOXKET JIF00OM - Kak U3 JOOPbIX MOOYKIACHHM, TaK U C HAMEPEHHUEM IIPUYUHUTD BPE.
DTO MOXET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 1O 3aIIMTE HUPPOBOM permyTalUu:

1. Tlomymaii, mpexae 4eM 4TO-TO IMyOJIMKOBAaTh U NepeaaBaTh y ceOs B Ojore uiu
B COLIMAJIbHOM CETH;

2. B HacTpoiikax npoduis ycTaHOBU OIpaHUYEHHsI Ha IPOCMOTP TBOETO Mpodus
U €ro COAEPKUMOTO, CAEIal ero TOIbKO "W npy3en”;

3. He pasmemait u He ykas3bpiBail WHGOpPMAIMIO, KOTOpas MOXET KOTO-THOO
OCKOPOJIATH UK OOMKATh.

ABTOpCKO€E MPaBO

CoBpeMeHHbIE NIKOJIBHUKHU - AKTUBHBIE MOJIb30BaTENH IIU(GPOBOro mpocTpaHcTBa. OHAKO
JTAJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTMMH BO3MOXHOCTSIMU LM(POBOro Mupa
TpeOyeT cOOJII0ICHUS TTpaB Ha UHTEIICKTYaJIbHYIO COOCTBEHHOCTb.

Tepmun "wHTEIEKTyaldbHass COOCTBEHHOCTh' OTHOCHUTCS K pa3JIMYHBIM TBOPEHUSIM
YEeJIOBEUECKOr0 yMa, HayuMHas C HOBBIX HM300pETeHM M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTHI W YCIYTHM, WM 3aKaH4YMBas KHUTaMmH, (oTorpadusmu,
KUHO(QUIbMAMH U MY3bIKQJIbHBIMU NPOU3BEACHUSMH.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAYKH, JIUTEPATypbl U UICKYCCTBA. ABTOPCKHUE MTpaBa BBICTYMAIOT B KAYE€CTBE rapaHTHH TOTO,
YTO MHTEJUIEKTYaJIbHBII/TBOPUECKU TpyA aBTOpa HE OyAeT HampacHbIM, JacT €My
CIpaBe/JIMBbIE BO3MOXKHOCTH 3apaboTaThb Ha pe3ylbTaTax CBOEro TpyJa, MOJYyYUTh
U3BECTHOCTH U npu3HaHue. HukTo 0e3 pasperieHust aBTopa He MOKET BOCIPOU3BOIUTH €r0
POU3BEJCHUE, PACTIPOCTPAHSITH, TyOJIUYHO IEMOHCTPUPOBATH, MPOIABATH, UMIIOPTUPOBATD,
MyCKaTh B MPOKAT, MyOJUYHO MCHOJHATh, MOKA3bIBATH/UCTIONHATE B 3UpPe WM pa3MeniaTh
B lHTepHeTe.

Hcnonp3oBanue "mupaTckoro” MporpaMMHOTO OOECIeYeHUs MOKET TMPUBECTH K MHOTUM
pUCKaM: OT MOTEpPH JAAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOICTBA, Il
YCTaHOBJICHA HeJlerayibHas nporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajbHble U OeCIIaTHBIE MPOTrPaMMbl, KOTOPbIE MOYKHO HAalWTH B CETH.

O noptaine

CeteBUYOK.p( - TBOM INIABHBIN COBETUHK B CETH. 3JI€Ch Thl MOXKEILIb Y3HATh O 0€30MacHOCTH
B CETH TMOHITHBIM M JAOCTYIHBIM SI3bIKOM, a TIPU BO3HUKHOBEHUH KPUTUYECKOM CUTYyalluu
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00paTUThCA 32 COBETOM. A TaKXke MPUHATH yUaCTUE B KOHKYPCaxX M CTaTh CaMbIM LIU(PPOBBIM
IrpaKJaHUHOM!




